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Abstract: Malicious social bots generate fake 

tweets and automate their social relationships 

either by pretending like a follower or by creating 

multiple fake accounts with malicious activities. 

Moreover, malicious social bots post shortened 

malicious URLs in the tweet in order to redirect 

the requests of online social networking 

participants to some malicious servers. Hence, 

distinguishing malicious social bots from 

legitimate users is one of the most important tasks 

in the Twitter network. To detect malicious social 

bots, extracting URL-based features (such as URL 

redirection, frequency of shared URLs, and spam 

content in URL) consumes less amount of time in 

comparison with social graph-based features 

(which rely on the social interactions of users). 

Furthermore, malicious social bots cannot easily 

manipulate URL redirection chains. In this article, 

a learning automata-based malicious social bot 

detection (LA-MSBD) algorithm is proposed by 

integrating a trust computation model with URL-

based features for identifying trustworthy 

participants (users) in the Twitter network. The 

proposed trust computation model contains two 

parameters, namely, direct trust and indirect trust. 

Moreover, the direct trust is derived from Bayes' 

theorem, and the indirect trust is derived from the 

Dempster-Shafer theory (DST) to determine the 

trustworthiness of each participant accurately. 

Experimentation has been performed on two 

Twitter data sets, and the results illustrate that the 

proposed algorithm achieves improvement in 

precision, recall, F-measure, and accuracy 

compared with existing approaches for MSBD. 
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1.INTRODUCTION  

Malicious  social bot is a software program that 

pretends to be a real user in online social networks 

(OSNs). Moreover, malicious social bots perform 

several malicious attacks, such as spread social 

spam content, generate fake identities, manipulate 

online ratings, and perform phishing attacks. In 

Twitter, when a participant (user) wants to share a 

tweet containing URL(s) with the neighboring 

participants (i.e., followers or followees), the 

participant adapts URL shortened service in order 

to reduce the length of URL (because a tweet is 

restricted up to 140 characters). Moreover, a 

malicious social bot may post shortened phishing 

URLs in the tweet. When a participant clicks on a 

shortened phishing URL, the participant’s request 

will be redirected to intermediate URLs associated 
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with malicious servers that, in turn, redirect the 

user to malicious web pages. Then, the legitimate 

participant is exposed to an attacker. This leads to 

Twitter network suffering from several 

vulnerabilities (such as phishing attack). Several 

approaches have been proposed to detect spam in 

the Twitter network [5]–[8]. These approaches are 

based on tweet-content features, social 

relationship features, and user profile features. 

However, the malicious social bots can 

manipulate profile features, such as hashtag ratio, 

follower ratio, URL ratio, and the number of 

retweets. The malicious social bots can also 

manipulate tweet-content features, such as 

sentimental words, emoticons, and most frequent 

words used in the tweets, by manipulating the 

content of each tweet [9]. The social relationship-

based features are highly robust because the 

malicious social bots cannot easily manipulate the 

social interactions of users in the Twitter network. 

However, extracting social relationship-based 

features consumes a huge amount of time due to 

the massive volume of social network graph [10]. 

Therefore, identifying the malicious social bots 

from the legitimate participants is a challenging 

task in the Twitter network. The existing 

malicious URL detection approaches [11], [12] 

are based on DNS information and lexical 

properties of URLs. The malicious social bots use 

URL redirections in order to avoid detection [13]. 

However, for detectors, identification of all 

malicious social bots is an issue because malicious 

social bots do not post malicious URLs directly in 

the tweets. Thus, it is important to identify 

malicious URLs (i.e., harmful URLs) posted by 

malicious social bots in Twitter. Most of the 

existing approaches [14], [15] are based on 

supervised learning algorithms, where the model 

is trained with the labeled data in order to detect 

malicious bots in OSNs. However, these 

approaches rely on statistical features instead of 

analyzing the social behavior of users [16]. 

Moreover, these approaches are not highly robust 

in detecting the temporal data patterns with noisy 

data (i.e., where the data is biased with 

untrustworthy or fake information) because the 

behavior of malicious bots changes over time in 

order to avoid detection [17], [18]. This motivated 

us to consider one of the reinforcement learning 

techniques (such as the learning automata (LA) 

model) to handle temporal data patterns. In this 

work, we design an LA model to detect malicious 

social bots with improved precision and recall. In 

this article, the malicious behavior of participants 

is analyzed by considering features extracted from 

the posted URLs (in the tweets), such as URL 

redirection, frequency 

Related works: 

Besel et al. analyzed social botnet attack on 

Twitter. The authors have presented that social 

bots use URL shortening services and URL 

redirection in order to redirect users to malicious 

web pages. Echeverria and Zhou presented 

methods to detect, retrieve, and analyze botnet 
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over thousands of users to observe the social 

behavior of bots.  

social bot hunter model has been presented based 

on the user behavioral features, such as follower 

ratio, the number of URLs, and reputation score.  

a trust model has been designed to detect 

malicious activities in an OSN. The authors 

analyzed that the low trust value of a user 

indicates that the information spread by the user is 

considered as untrustworthy.  

An MSBD approach has been proposed by 

considering user behavioral features, such as 

commenting, liking, and sharing. Madisetty and 

Desarkar have developed five different 

convolutional neural network models by 

considering tweet features.  

Social botnet detection algorithm is proposed by 

considering spam content in tweets and trust to 

identify social bots. Gupta et al. designed a 

framework for detecting spammers in the Twitter 

network using different machine learning 

algorithms. In this article, we focus to detect 

malicious social bots (who perform phishing 

attacks) by considering various URL-based 

features using an LA model. Several spam-

detection approaches have been proposed in the 

Twitter network to distinguish nonspam accounts 

and spam accounts. Moreover, these studies 

consider user profile features, which can easily be 

modified by malicious bots. To avoid feature 

manipulation, Yang et al. considered social 

relationships between malicious users and with 

their neighboring users based on closeness 

centrality. Moreover, profile features and social 

interaction features may not help in detecting 

malicious URLs that are posted by the 

participants. To address the above-mentioned 

problem, Janabi et al. considered URL-based 

features (such as URL length, Http-302 status 

code, and disabling right click) to distinguish 

legitimate URLs from suspicious URLs. RL-based 

approach is proposed to detect spam tweets in 

Twitter based on the tweet content and URL 

redirection chains. Patil and Patil used decision 

tree classifiers with statistical features in order to 

detect malicious URLs. Moreover, social bots 

may use malicious URL redirections in order to 

avoid detection. Thus, malicious social bots can 

attack legitimate users by misleading detectors. In 

this article, to protect against the malicious social 

bot attacks, we propose to identify the malicious 

tweets (which contain malicious URLs) in Twitter 

based on the lexical properties of URL and URL 

redirection chains. 

Proposed System: 

In this article, the malicious behavior of 

participants is analyzed by considering features 

extracted from the posted URLs (in the tweets), 

such as URL redirection, frequency of shared 

URLs, and spam content in URL, to distinguish 

between legitimate and malicious tweets. To 

protect against the malicious social bot attacks, 

our proposed LA-based malicious social bot 
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detection (LA-MSBD) algorithm integrates a trust 

computational model with a set of URL-based 

features for the detection of malicious social bots. 

The proposed trust computational model contains 

two parameters, namely, direct trust and indirect 

trust. The direct trust value is derived from the 

Bayesian learning [19] (by considering URL-

based features) to determine the trustworthiness of 

tweets posted by each participant. In addition to 

the direct trust, belief values (i.e., indicators for 

determining indirect trust) are collected from 

multiple neighbors of a participant. This is due to 

the fact that in case the neighbors of a participant 

are trustworthy, the participant is likely to be 

trustworthy. Furthermore, Dempster’s 

combination rule aggregates the belief values 

provided by multiple one-hop neighboring 

participants in order to evaluate the indirect trust 

value of participants in the Twitter network. 

Moreover, in our work, the belief values provided 

by multiple neighboring participants are 

considered to be independent. The proposed LA-

MSBD algorithm helps to detect malicious social 

bots accurately (in terms of precision, recall, F-

measure, and accuracy) in Twitter. The major 

contributions are as follows. 

Implementation: 

We proposed as an alternative to the user-based 

neighborhood approach. We first consider the 

dimensions of the input and output of the neural 

network. In order to maximize the amount of 

training data we can feed to the network, we 

consider a training example to be a user profile 

(i.e. a row from the user-item matrix R) with one 

rating withheld. The loss of the network on that 

training example must be computed with respect 

to the single withheld rating. The consequence of 

this is that each individual rating in the training set 

corresponds to a training example, rather than 

each user. As we are interested in what is 

essentially a regression, we choose to use root 

mean squared error (RMSE) with respect to 

known ratings as our loss function. Compared to 

the mean absolute error, root mean squared error 

more heavily penalizes predictions which are 

further off. We reason that this is good in the 

context of recommender system because 

predicting a high rating for an item the user did 

not enjoy significantly impacts the quality of the 

recommendations. On the other hand, smaller 

errors in prediction likely result in 

recommendations that are still useful—perhaps 

the regression is not exactly correct, but at least 

the highest predicted rating are likely to be 

relevant to the user. 

Data Processing is a task of converting data from 

a given form to a much more usable and desired 

form i.e. making it more meaningful and 

informative. Using Machine Learning algorithms, 

mathematical modeling and statistical knowledge, 

this entire process can be automated. The output 

of this complete process can be in any desired 

form like graphs, videos, charts, tables, images 

and many more, depending on the task we are 

performing and the requirements of the machine. 



Paparayudu.N ,INDIA / International Journal of Research and Computational Technology 

Vol.14 Issue.1                           Free Journal Publication                                Pages: 01- 10                                                                    
ISSN: 0975-5662,                                June, 2022                                          www.ijrct.com 

 

5 
 

This might seem to be simple but when it comes 

to really big organizations like Twitter, Facebook, 

Administrative bodies like Paliament, UNESCO 

and health sector organizations, this entire process 

needs to be performed in a very structured 

manner. 

 

Figure 1:system arhitecture 

 

Collection: 

The most crucial step when starting with ML is to 

have data of good quality and accuracy. Data can 

be collected from any authenticated source 

like data.gov.in, Kaggle or UCI dataset 

repository.For example, while preparing for a 

competitive exam, students study from the best 

study material that they can access so that they 

learn the best to obtain the best results. In the 

same way, high-quality and accurate data will 

make the learning process of the model easier and 

better and at the time of testing, the model would 

yield state of the art results. 

A huge amount of capital, time and resources are 

consumed in collecting data. Organizations or 

researchers have to decide what kind of data they 

need to execute their tasks or research. 

Example: Working on the Facial Expression 

Recognizer, needs a large number of images 

having a variety of human expressions. Good data 

ensures that the results of the model are valid and 

can be trusted upon. 

Preparation: 

The collected data can be in a raw form which 

can’t be directly fed to the machine. So, this is a 

process of collecting datasets from different 

sources, analyzing these datasets and then 

constructing a new dataset for further processing 

and exploration. This preparation can be 

performed either manually or from the automatic 

approach. Data can also be prepared in numeric 

forms also which would fasten the model’s 

learning. 

Example: An image can be converted to a matrix 

of N X N dimensions, the value of each cell will 

indicate image pixel. 

Input: 

Now the prepared data can be in the form that 

may not be machine-readable, so to convert this 

data to readable form, some conversion algorithms 

are needed. For this task to be executed, high 

computation and accuracy is needed. Example: 

Data can be collected through the sources like 

MNIST Digit data(images), twitter comments, 

audio files, video clips. 

https://data.gov.in/
https://www.kaggle.com/
https://archive.ics.uci.edu/ml/datasets.html
https://archive.ics.uci.edu/ml/datasets.html
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Processing: 

This is the stage where algorithms and ML 

techniques are required to perform the instructions 

provided over a large volume of data with 

accuracy and optimal computation. 

Output: 

In this stage, results are procured by the machine 

in a meaningful manner which can be inferred 

easily by the user. Output can be in the form of 

reports, graphs, videos, etc 

Storage: 

This is the final step in which the obtained output 

and the data model data and all the useful 

information are saved for the future use. 

Data Preprocessing for Machine learning in 

Python 

• Pre-processing refers to the transformations 

applied to our data before feeding it to the 

algorithm. 

• Data Preprocessing is a technique that is used to 

convert the raw data into a clean data set. In other 

words, whenever the data is gathered from 

different sources it is collected in raw format 

which is not feasible for the analysis. 

 

Need of Data Preprocessing 

• For achieving better results from the applied 

model in Machine Learning projects the format of 

the data has to be in a proper manner. Some 

specified Machine Learning model needs 

information in a specified format, for example, 

Random Forest algorithm does not support null 

values, therefore to execute random forest 

algorithm null values have to be managed from 

the original raw data set. 

• Another aspect is that data set should be 

formatted in such a way that more than one 

Machine Learning and Deep Learning algorithms 

are executed in one data set, and best out of them 

is chosen. 

Rescale Data 

 

 When our data is comprised of attributes with 

varying scales, many machine learning 

algorithms can benefit from rescaling the 

attributes to all have the same scale. 

 This is useful for optimization algorithms in 

used in the core of machine learning 

algorithms like gradient descent. 

  It is also useful for algorithms that weight 

inputs like regression and neural networks and 

algorithms that use distance measures like K-

Nearest Neighbors. 

 We can rescale your data using scikit-learn 

using the MinMaxScaler class.Binarize Data 

(Make Binary) 

 We can transform our data using a binary 

threshold. All values above the threshold are 

marked 1 and all equal to or below are marked 

as 0. 
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 This is called binarizing your data or threshold 

your data. It can be useful when you have 

probabilities that you want to make crisp 

values. It is also useful when feature 

engineering and you want to add new features 

that indicate something meaningful. 

 We can create new binary attributes in Python 

using scikit-learn with the Binarizer class. 

Standardize Data 

 Standardization is a useful technique to 

transform attributes with a Gaussian 

distribution and differing means and standard 

deviations to a standard Gaussian distribution 

with a mean of 0 and a standard deviation of 1. 

 We can standardize data using scikit-learn with 

the StandardScaler class. 

CONCLUSION 

 This article presents an LA-MSBD algorithm by 

integrating a trust computational model with a set 

of URL-based features for MSBD. In addition, we 

evaluate the trustworthiness of tweets (posted by 

each participant) by using the Bayesian learning 

and DST. Moreover, the proposed LA-MSBD 

algorithm executes a finite set of learning actions 

to update action probability value (i.e., probability 

of a participant posting malicious URLs in the 

tweets). The proposed LA-MSBD algorithm 

achieves the advantages of incremental learning. 

Two Twitter data sets are used to evaluate the 

performance of our proposed LA-MSBD 

algorithm. The experimental results show that the 

proposed LA-MSBD algorithm achieves up to 7% 

improvement of accuracy compared with other 

existing algorithms. For The Fake Project and 

Social Honeypot data sets, the proposed LA-

MSBD algorithm has achieved precisions of 

95.37% and 91.77% for MSBD, respectively. 

Furthermore, as a future research challenge, we 

would like to investigate the dependence among 

the features and its impact on MSBD. 
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